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MHOJIOKEHUE

0 3amuTe KOHQUIEeHIIUATbHON MH(poOpMalUu B
MyHUIIMTIAJILHOM ABTOHOMHOM Y4pe:KIeHHH JONOJTHUTEIHLHOTr0 00pa3oBaHus
«Iko/sa ucKyccTB)

I. O0mue moJ1oxeHus.

1.1. Hacrosiee Ilonmoxkenue  pa3paborano B cooTBeTcTBUM ¢ DenepalbHbBIM 3aKOHOM OT
27.07.2006 Nel149-®3 (pen. ot 02.12.2019) «O6 undopmaryu, HHPOPMALUOHHBIX TEXHOJIOTHIX U O
3amute nHpopmarun», denepanbHbiM 3aKkoHOM OT 27.07.2006 Nel52-D3 (pen. ot 31.12.2017) «O
NEPCOHANBHBIX JaHHBIX», l[loctanoBnenuem IlpaBurensctBa P® ot 01.11.2012 Nelll9 «O6
YTBEPKJACHUU TPEOOBAHUM K 3alllUTE NMEPCOHATBHBIX JAHHBIX MPU X 00paboTKe B HHPOPMAIIMOHHBIX
cHCcTeMax IepCOHANBHBIX JaHHbBIX», IIpukaszom [octexxkommccunm Poccum ot 30.08.2002 Ne282
«CnenuanpHple TpeOOBaHHS W PEKOMEHAAMHU 1O TEXHUYECKOW 3aliuTe KOH(PUACHIUATHHON
nHOpMAIUN» TOCyIapCTBEHHAs TeXHIUecKas Komuccusy, [Ipukazom ®CTOK Poceun ot 18.02.2013
Ne21 (pen. ot 23.03.2017) «O6 yrtBepknenuun CocTaBa M COACpNKAHUS OPTraHU3ALMOHHBIX H
TEXHUYECKUX Mep 10 OOecrneyeHuIo Oe30MaCHOCTH TMEPCOHAIBHBIX JAaHHBIX MPH UX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX MEePCOHANBHBIX JaHHBIX.

1.2. TlonokeHHE PEryIHpPYeT MOJUTUKY YUPESKICHHUS MO 0e30macHOCTH HH()OPMAIMOHHBIX H
KOMMYHHMKAIIMOHHBIX PECYpPCOB M TEXHOJOTMM M OOIIMH TNOpSAIOK OOpalieHus C JOKYMEHTaMH,
COZIEPIKALTIMH CITY>KEOHYI0 HHPOPMALIUIO OTPaHUYEHHOTO PACIIPOCTPAHEHHUS U YCTaHABIMBAET:

- 00BEKTHI 3alUThl HHOOPMALIUK U CYOBEKTHI JOocTyna K MH(OpMaluyu HHGHOPMALIMOHHBIX CUCTEM U
pecypcos;

- OCHOBHBIE YIrpo3bl HH(pOpMaAMOHHON Oe3zomacHoct (manee — HWMHOOPMAILIMOHHASA
BE3OITACHOCTb) MAY IO «llIkosa UCKYCCTBY;

- OCHOBHbIE MIPUHIIMIIBI TOCTPOSHUSI CUCTeMBI 3aiuThl HHpopMan MAY /IO «lllkona uckyccTBy;

- Mepbl, meroasl U cpeactBa obecneuenus MHOOPMALIMOHHASA BE3OINIACHOCTbL MAVY]/O
«IIIxona UCKyccTB».

1.3. Hacrosimiee Ilonmoxxenue pa3paboTaHO ¢ IENIbI0 YCTAHOBJICHHS HAJICKAIIETO MOPsIKa paboTh
U co3JlaHue Oe30macHbIX ycaoBUH A oOyvaromuxcs U cotpyaHukoB MAVY/IO «lllkona UCKyCCTBY;
(manee — YupexzaeHue), a Tak K€ UCKIIOYEHHsS] BO3MOKHOCTH NMPOHUKHOBEHHS MOCTOPOHHUX JIMIL,
BBIHOCA MaTepHAJIbHBIX IIEHHOCTEH, MHBIX HAapyIIEHUI 00LIeCTBEHHOI'O OPSIIKA.

1.4, Nannoe Ilonoxenue pasmemiaercs Ha oduimanbHoM caiite MAY 1O «lllkona uckyccTy B
MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHON ceTn «HTepHeT».

1. O0beKThI, MOoAIeKAIIUE 3ALUTE.

2.1. B Vupexnaenun oOpabarbiBaeTcsi HH(OpMaLMs, COJAEpKallash CBEIEHUS OrpaHHMYEHHOTO
pacripocTpaHeHus (ciykeOHast HHPOpMalus, IepCOHAIbHBIE JaHHBIE), U OTKPBITHIE CBEICHUS. 3aluTe
MOJJIeXKAT BCe HMH(OPMAIOHHBIE CHCTEMBbI YUpEXKJEHHUS, HE3aBHCHUMO OT HMX MECTOHAXOKIEHHUS,
YUCISIIIUECS Ha OyXTalTepCKOM yueTe Y UperkIeHHs.

2.2. OcHOBHBIE OOBEKTHI, ITOIJICKAIIHIE 3AIUTE:

- MH(OPMAIMOHHBIE CUCTEMbI MepcoHaNbHbIX HaHHbIX (mamee — HMCIIJIH), a Takke OTKphITas
(obmenocrymnHas) naHpopMaius, HeoOxoaumas sl padoThl YUpEeKICHHs, HE3aBUCUMO OT (POpPMBI U
BUJIa €€ MPe/ICTaBICHUS;



- Ipo1ecchl 00paboTKH HHPpOPMaIMK B HHPOPMAIIMOHHBIX CHCTEMaX YUpexkaeHHs, HHPOPMAIIMOHHbIE
TEXHOJIOTUH, PETIIAMEHTHI U MIPOILeIyphl cOopa, 00pabOTKH, XpaHEHHS U Tiepeiadn HH(POPMAIIUH;
- nHGOpPMaIMOHHAsT HHPPACTPYKTYpa, BKIIOYAIONIAs CHCTEMbl 00pabOTKM M aHaiM3a WH(OpMaIuu,
TEXHUYECKHE U TPOrpaMMHBIE CpelcTBa € oO0paboTKH, mepesadyd M OTOOpaKeHUs, B TOM YHCIE
KaHaibl HMH(QOpPMAIIMOHHOTO OO0MEHa M TEIeKOMMYHHMKAI[UU, CHUCTEMbl U CpPEICTBa 3alllUThI
uHpopMaLuu.

2.3. OcoOeHHOCTH O0OBEKTOB, MOIC)KAILMX 3aIHTE:
- 00bEIUHEHHWE B E€AMHYIO CHCTEMY OOJBIIOrO KOJHYECTBA TEXHHUYECKUX CPEACTB O00pabOTKU W
nepenayu “HGopmaluy;
- HE0OXOIMMOCTh 0OecTIeYeHHs] HEIPEPHIBHOCTH (DYHKIIMOHUPOBAHUS Y UPEXKICHUS,
- BBICOKAsi MHTEHCUBHOCTh MH()OPMAIIOHHBIX TOTOKOB;
- pa3HooOpa3ue KaTeropuii Mmojb30Baresei.

1. Heau u 3a1a4u cucTeMbl odecriedeHnsi HHGOPMANMOHHON 0€30MACHOCTH.

3.1. CyObekThl noctyma K uHbopmanuu mnpu obecrieueHUH HWHGOPMAIMOHHONW O€30MacHOCTH
YupexaeHus sBISIOTCA:

- paboTHMKM YUpexIeHHs, ydacTByoLIMe B HH(POPMALMOHHOM OOMEHE B COOTBETCTBUU C
BO3JIO’KEHHBIMU Ha HUX JOJDKHOCTHBIMU O0S3aHHOCTSIMU;

- (usnueckue nuIa, CBEACHHUS O KOTOPBIX HAKAIJIMBAIOTCA, XpaHATCA M oOpabarbiBaoTcs B
MH(POPMAIMOHHBIX CHUCTeMax YupexaeHus (B COOTBETCTBHH cO cT.14 denepanbHOr0 3akoHa OT
27.07.2006 Ne152-®3 «O nepcoHaIbHbIX JaHHBIX);

- COTPYIHUKMA BHEUIHHX OpPTraHM3alWi, 3aHUMAIONMXCS pa3pabOTKOH, MOCTaBKOW, PEMOHTOM U
o0city>)KuBaHHEM 000pYIOBAHUS WM MH(POPMAITMOHHBIX CUCTEM.

3.2. IlepeuncieHHBIM CYObEKTaM JIOCTYNa K HH(POPMAIIMKA HEOOXOIUMO 00ECTICUHTD:

- CBOEBPEMEHHOCTb JIOCTYIa K HEOOXOJUMOM UM MH(POpPMALIUU (€€ TOCTYIHOCTb);

- IOCTOBEPHOCTH (IIOJTHOTY, TOYHOCTh, AKTYaJIbHOCTH, IIEJIOCTHOCTH ) HH(POPMAIIUH;

- KOH(UJEHIMAIBHOCTh (COXpaHEHHE B TailHe) OmNpeAereHHOM yacTh HH(OpPMalUM, 3alUTy OT
HaBSI3bIBAHUS JIOXKHOH (HEIOCTOBEPHOH, HCKaKEHHOH ) MH(POpPMAaLINH;

- BO3MOYKHOCTb OCYILECTBJIEHHS] KOHTPOJISI U YIpaBlIeHHs IpoleccaMu oOpaboTKM U Iepegadu
nH(pOpMAIHH;

- 3alIUTY UH(OPMAIMK OT HE3aKOHHOTO paclpoOCTPaHEHHs.

3.3. Lenbto 3amuTel HHGOPMALUH, HA TOCTHKEHHE KOTOPO HampasiieHo Hactosulee [lonoxenue,
SBJISICTCS 3alllUTa OT BO3MOXKHOTO HAaHECEHUs CYOBEKTOM JIOCTyNa K MH(pOpPMalUU MaTepHaIbHOTO,
(U3MYECKOT0, MOPAJIBHOTO MM MHOrO yiiep0a MOCPEJCTBOM CIy4YallHOrO WM NPEeAHAMEPEHHOIO
BO3CHUCTBUS Ha MH(OpMAINIO, €€ HOCUTEIH, Mpolecchl 0OpaboTKM M mepenadyd. YKa3aHHas Ielb
JOCTUTAETCA TOCPEICTBOM OOECIEeUeHUsT W MOCTOSHHOIO TOJAEpKaHUsS CIEIYIOIUX CBOWCTB
uHpOpMalUu:

- JOCTYNHOCTHM HWH(pOpMaluuud [ aBTOPU30BaHHBIX CYOBEKTOB JocTyna  (yCTOMUMBOTO
(YHKIIMOHMPOBAHUS CHCTEMBI, IpPU KOTOPOM aBTOPU30BAaHHBIE CYOBEKTHl JOCTyNa HMEIOT
BO3MO>KHOCTb MOJy4YeHHs] HEOOXO0AUMON HH(POpMAIIHH);

- LEJOCTHOCTM M AayTeHTUYHOCTH (TOATBEP)KICHHE aBTOPCTBA) HWHGOpMAIMM, XPaHUMOW U
oOpabaTeiBaeMOM B cCTEMax YUpeKJIeHHUS U Mepe1aBaeMol M0 KaHajlaM CBSI3U;

- KOH(UAECHIMATBHOCTH — COXpPaHEHUs B TailHe oIpeleNeHHOW 4YacTH HMH(pOpMalMM, XPaHUMOMH,
oOpabaTbiBaeMOl M mepeaaBaeMoil Mo KaHamaMm CBs3U. HeoOXoIuMmblii YpOBEHb JIOCTYIHOCTH,
LEJIOCTHOCTH U KOH(PHUIECHUUATBHOCTH HH(GOpManuu o00ecreynBaeTcsl METOJaMU M CpPEJCTBaMH,
COOTBETCTBYIOIIMMHU MHOKECTBY 3HAUUMBIX yIpO3.

3.4. OcHOBHBIE 33/1aUl CHUCTEMBI o0ecriedeHus HHPOPMAIIMOHHON 0e301MacHOCTH. [ moCTHKEeHHs
OCHOBHOM 1IIeMM 3allUThl M oOecreueHWs YKa3aHHBIX CBOWCTB HMHGpOpMalMu  cHCTeMa
nH(popmMaloHHasi 0€30aCHOCTh AOKHA 00ecreunBaTh pelieHre ClIeyoIuX 3a1ayu:

- CBOEBPEMEHHOE BBISBJICHHME, OLIEHKAa M IMPOTHO3MPOBAHHE HMCTOYHHKOB Yrpo3 HMH(OpMAIMOHHON
0e30MacHOCTH, TMPUYMH U  YCIOBHH, CHOCOOCTBYIOUIMX HAaHECEHHI0 ymiepbda cyObeKkTam
MH(GOPMAIMOHHBIX OTHOLICHUH, HAPYIIEHUIO HOPMAJIBHOTO ()YHKIIMOHUPOBAHUS CUCTEM;

- CO3J]aHNe MEXaHU3Ma OIEepaTUBHOTO PearnpoBaHUs Ha yrpo3bl 0€30M1aCHOCTH HH(OPMALINY;



- CO3JlaHUE YCJOBHM [ MUHUMHU3ALMU U JIOKaJIM3alMd HAHOCHMOTO yilepOa HermpaBOMEpPHBIMU
NEUCTBUSAMH (U3NYECKUX M IOPHINYCCKUX ITUI], OCIa0JeHHEe HEraTUBHOTO BIUSHUS U JIMKBUIAIIHS
MOCJICICTBHI HapyIICHHUS 0€301acCHOCTH HH(POPMAIIHH;

- 3aIIUTy OT BMEIIATEIHCTBA B Mporiece GyHKITMOHUPOBAHUS CUCTEM Y UPEKACHUS TOCTOPOHHUX JIUIL
(moctyn K MHQOPMAIMOHHBIM pecypcaM JOJDKHBI HMMETh TOJBKO 3aperucTpUpOBaHHBIE B
YCTaHOBJICHHOM TOPSIIKE TIOJIB30BATEIH );

- pasrpaHuyYeHue JO0CTYIIa MOJIb30BaTesel K HH(OPMAIlMOHHBIM, allapaTHbIM, IPOTPAMMHBIM U MHBIM
pecypcam - obecriedeHue JAOCTyMa TOJIbKO K TEM pecypcaM U BBIOJHEHUS TOJIBKO TEX OIMeparfii ¢
HUMH, KOTOpbIE HEOOXOAMMBI KOHKPETHBIM IOJIb30BATENSIM JJIS BBINOJIHEHUS CBOUX CIYXKEOHBIX
00513aHHOCTEH;

- obecrnieueHHe AayTCHTH(HUKAIMU I[10JIb30BATEICH, YJacTBYIOIIUX B WH(HOPMAIMOHHOM OOMEHE
(moaTBEepkKACHHUE MOATUHHOCTH OTIIPABUTENS U MOdIydarelis nH(OpMalun);

- 3alUTy OT HECAHKIMOHMPOBAHHOW MOJM(HUKAIIMU HCIOIB3YEeMBIX B CHCTEMaxX IPOrPaMMHBIX
CPEICTB, a TaKXe 3allUTy CHUCTEM OT BHEAPEHUS HECAaHKIMOHMPOBAHHBIX IPOrpPaMM, BKIIOYAs
KOMITBIOTEPHBIC BUPYCHI,

- 3aIIMTY UH(OPMALIUK OT YTEUKH 10 TEXHUUYECKUM KaHajlaM Ipu ee o0paboTKe, XpaHeHUH U Iiepeayde
10 KaHaJIaM CBSI3H.

3.5. OcHOBHBIE TYTU pEIICHUs 3a7a4 CUCTEMbl MH(DOPMALMOHHONW 0€30MaCHOCTH YUpPEKIACHHUS.
OcHoBHBIE 1EeTU oOecreueHusT HHPOPMAITMOHHOW OE30MaCHOCTH M PEIICHUE MEePEUNCIICHHBIX BHIIIIC
3a/1a4 JOCTUTAIOTCS:

- Y4€TOM BCEX IMOJISKATUX 3aMUTE HHPOPMAIIMOHHBIX CUCTEM Y UPCIKIACHHS,

- y4€TOM JeICTBUIl IepcoHala, OCYIIECTBISIONIET0 00CTyKUBAHUE U MOIU(DUKAIINIO TPOTPAMMHBIX U
TEXHUYECKHUX CPEJCTB KOPIOPATUBHOW MH(DOPMAIIMOHHON CUCTEMBI;

- TOJHOTOM, peaJbHON BBIMOIHUMOCTBIO W HENPOTUBOPEYMBOCTHIO TpPEOOBAHMM JIOKATBHBIX
HOPMATUBHBIX aKTOB YUPEKICHUS 110 BOIIPOcaM oOecriedeHUs] HHPOPMAITHOHHON 0€301acHOCTH;

- IOATOTOBKOW JOJHKHOCTHBIX JIUI] (PaOOTHUKOB), OTBETCTBEHHBIX 32 OpPraHU3aIUI0

1 OCYIIIECTBIICHHUE MPAKTUICCKUX MEPOIIPHUATHHA 110 00eCcIieueHII0 NH(DOPMAIMOHHON OE30IMaCHOCTH;

- HaJIeTICHUEM Ka)XI0ro paboTHHKA (TOJb30BaTelNsd) YUpEKICHHS MUHUMAIbHO HEOOXOAUMBIMU JUIS
BBITIOTHEHUSI WM CBOMX (YHKIIMOHAIBHBIX OOS3aHHOCTEH IOJIHOMOYHMSAMH IO JIOCTYNy K
UH(OPMALIMOHHBIM pecypcaM YUpexkKIeHus;

- YETKMM 3HAHHEM W CTPOTHM COOJIOJICHHEM BCEMH IIOJIb30BATCISIMH HH()DOPMAIIMOHHBIX CHCTEM
VYupexneHnus TpeOOBaHHI JTOKAIBHBIX HOPMAaTUBHBIX aKTOB YUPEKIEHUS MO BOMpocaM 00ecredeHHs
nH(pOpPMaIIMOHHOM 0€301MacCHOCTH;

- TIEpPCOHAIILHON OTBETCTBEHHOCTHIO 3a CBOM JACMCTBHUSI KaXXIOrO0 pabOTHUKA, B paMKax CBOHX
(YHKITMOHATBHBIX 0053aHHOCTEH UMEIOIIETo JOCTYI K MH()OPMAIIMOHHBIM pecypcaM Y UpexkICHHUS;

- HeMpepbhIBHBIM  TOJJEPKAaHUEM  HEOOXOAMMOTO  YPOBHS  3alllMIICHHOCTH  DJEMEHTOB
MH()OPMAIIMOHHBIX CHCTEM Y UPEKICHUS;

- TpPUMEHEHHEM MPOTPaMMHO-ANMAapaTHBIX CPEACTB 3alIUThl HHQOpPMAMM U  HEMpephIBHOU
aIMUHUCTPATUBHON MOJIEPKKONU X UCIOJIb30BAHMUS;

- 9(QQeKTUBHBIM KOHTPOJIEM HaJa COOIIOJEHUEM TOJIb30BATENIAMU HH(DOPMAIIMOHHBIX PECYPCOB
VYupexnenus TpeOoBaHMil 10 o0ecrieueHnto HHPOPMALIMOHHON O€30MacCHOCTH.

IV. OcHoBHBIE YIPo3bl HH(POPMALMOHHOMH 0€30MACHOCTH YUpexKIeHUs.

4.1. CymectByeT 1Ba BuAa yrpo3 HHGOpMaIMOHHON 0€30MacHOCTH
- ICKYCCTBCHHBIC — YI'PO3bI, BEISBAHHBIC JCATCIbHOCTBIO YCTIOBCKA,
- €CTECTBEHHBIC — YTPO3bI, BBI3BAaHHBIC BO3JCHCTBUSAMHU HA HHPOPMAITMOHHYIO CHCTEMY H €€ 3JIEMEHTBI
00BEKTUBHBIX (1)I/ISI/I‘-ICCKI/IX IponecCoOB TEXHOICHHOI'0 XapakKTepa WA CTUXUHHBIX IMPUPOAHBIX
SIBIICHUH, HE 3aBUCSIINUX OT YE€TIOBEKa.

4.2. Hanbonee 3HaUMMBIMU YTpO3aMH WHPOPMAITMOHHON 0€30MacHOCTH YUpexkaeHHs (crocodamMu
HaHeceHHs yiiepoa cyobekTaM HH()OPMAIIMOHHBIX OTHOIIECHUH ) SBIISIOTCS:
- HapymieHue (PyHKIIMOHAIHHOCTH KOMIIOHEHTOB HWH()OPMAIMOHHBIX CHCTEM  YUPEKICHUS,
OmokupoBaHue WHGOPMAIUHU, HAPYIICHHE TEXHOJOTHYECKHX IPOIECCOB, CPHIB CBOEBPEMEHHOIO
pelIeHus 3a/1aY;



- HapylLIeHHEe LEJIOCTHOCTU (UCKa)KeHUE, IOJAMEHAa, YHHUYTOXKCHHME) HH(POPMALMOHHBIX PpECypCcoB
VYupexaenus, a Takxke anbcudukanus (Moaaenka) 10KyMeHTOB;
- HapyllleHUe KOH(QUAESHINAIBHOCTH (pa3rialleHue, yTeuKa) epCOHAIbHBIX IaHHBIX.

4.3. OCHOBHBIE HCTOYHUKH YTPO3 HHPOPMAITMOHHON 0€30MacHOCTH Y UpEeKICHUS:

- HellpeJHaMepeHHbIe (OIMO0YHbIe, C1y4aliHble, 6€3 3710r0 yMbIciIa U KOPBICTHBIX 1ieJIeil) HapyIIeHus
YCTQHOBJICHHBIX DPErJIAMEHTOB cOOpa, 0OpaboTKM W mepenaud MHGPOPMALUHU, a TakkKe TpeOOBaHUI
0e30macHOCTM MH(pOpPMAaLUU M Jpyrue JeicTBUs IoJib30BaTeNel HMH(OPMAIMOHHBIX CHCTEM
VYupexaenus (B ToM 4ucie paOOTHHUKOB, OTBEUYAIOMIMX 3a OOCITYy)KMBaHWE M AJMUHUCTPHUPOBAHUE
3JIEMEHTOB MH(OPMALIMOHHBIX CUCTEM), IPUBOASIINE K HEIPOU3BOIUTEIbHBIM 3aTpaTaM BPEMEHU U
peCypcoB, pasrialeHUI0 CBEEHUI OrPaHUUYEHHOI0 PaCIPOCTPAHEHUs, I0Tepe LIeHHON HH(OpMaIu
WJIM HApYIICHUIO pab0TOCTIOCOOHOCTH 3JIEMEHTOB HH(OPMAIIMOHHBIX CUCTEM;

- IpeIHaMepeHHbIe (B KOPBICTHBIX LENAX, 10 IPUHYKACHUIO TPETBUMU JIMLAMH, CO 3JIbIM YMBICIOM U
T.I.) ACUCTBUS JIETATBHO JIOMYIIEHHBIX K MH()OPMAIIMOHHBIM pecypcaM YUpeKIeHHsI M0JIb30BaTeNei
(B ToM umciae pabOTHMKOB, OTBEYAIOUIMX 3a OOCIYKMBaHHE M AJAMHUHUCTPUPOBAHHE 3IIEMEHTOB
MH(POPMALIMOHHBIX CUCTEM), KOTOpbIE NPHUBOIAT K HEMPOU3BOAUTEIBHBIM 3aTparaM BpPEeMEHU U
pecypcoB, pasrialeHHI0 CBEJCHUH OrpaHUYEHHOr0 paclpoCTpaHeHMsl, oTepe HeHHOH HHpopManuu
WA HapyIIeHUI0 paboTOCIIOCOOHOCTH 3I€MEHTOB MH(OPMALIMOHHBIX CHCTEM Y UpexkKICHUS,

- YAaJeHHOE HECAaHKLMOHMPOBAHHOE BMEIIATEIbCTBO MOCTOPOHHUX JIMII U3 BHEIIHUX CeTeil obIero
HazHaueHus (Ipexkae BCero uepe3 cerb VHTEepHET), uepe3 JierajbHble M HECAHKIIMOHUPOBAHHBIE
KaHaJIbl OJKIFOUEHHS K TAKUM CEeTSIM, MCII0JIb3Ysl HEIOCTaTKU NPOTOKOJIOB OOMEHA, CPEACTB 3alllUTh
U pa3TpaHUyYEHUs yIAIEHHOI0 JOCTYIa K HH(POPMaLlMOHHBIM pecypcam;

- omMOKH, JOIMYIIEHHbIE IPU pa3pabOTKe 31€MEHTOB MH(OPMAIIMOHHBIX CUCTEM YUPEKICHHUS M MX
CUCTEM 3alllUThl, OIUOKU B IPOrPaMMHOM OOECIIEYEHNHU, OTKa3bl U COOU TEXHUYECKUX CPEJCTB (B TOM
qucie CPEeCTB 3alUThl HHpOpMaIum);

- TEXHUYECKHe COOM IeMEHTOB MHPOPMALMOHHBIX CHCTEM.

4.4. llytu peanu3zauuu yrpo3 HHPOPMALMOHHONW O€30MaCHOCTH Y UpeKICHHUS.

4.4.1. Ilytm peanu3zauuud HENPEJHAMEPEHHBIX HMCKYCCTBEHHBIX yrpo3 HH(POPMAIMOHHOMN
0€30I1aCHOCTH Y UpEeKICHHUS.

PaGotHuku ~ VYupexaeHus,  SBISIOIIMECS ~ aBTOPU30BAaHHBIMH  CyOBEKTaMH  JOCTYyHa
MHOOPMALIMOHHBIX CUCTEM, a TakXke pabOTHUKH, OOCIY)XMBAIOIIUE OTIEIbHbIC 3JIEMEHTHI
WH(POPMAIIMOHHBIX CHUCTEM, SBIISIOTCS BHYTPEHHHMH HWCTOYHMKAMH CIYyYalHBIX BO3ACHCTBHIMA.
OcHOBHBIE MYTH peaqu3ali HEeNpeJHAMEPEHHBIX MCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIrpo3
nH(popMallMOHHON Oe30macHOCTH  YupexxaeHHs (AeWCTBUs, COBEpIIAEMbIE JIOJbMHU CIy4allHO, MO
HE3HAHMIO0, HEBHUMATEIBHOCTH WM XaIaTHOCTH, U3 JIOOOMBITCTBA, HO 0€3 371070 yMBICTIA):

- HEOCTOPOXXHbIE JEHCTBUS, MPHUBOJALIME K YAaCTUYHOMY WJIM TOJHOMY HapyUICHHUIO
(GYHKIMOHATBHOCTH 3JIEMEHTOB HH(POPMALIMOHHBIX CUCTEM Y UpexkIeHUS,

- HEOCTOPOXKHBIE JEHCTBHUS, MNPUBOASIIME K pa3rJalleHuI0 HHQOpMalUM OrpaHUYEHHOIO
pacrpocTpaHeHHsI WK JieJatolye ee o0IIeJ0CTYHOM;

- pasriamieHue, mnepefada WM yTpara aTpuOyTOB pa3rpaHUuYEHUs AO0CTymna (KiIroued (JIOTWHOB),
napoJiel, KJIF0YeBbIX HOCUTENEH U T. I.);

- UITHOPUPOBAHNE YCTAHOBJIEHHBIX IPAaBUJI IpU paboTe ¢ MH(POPMALIMOHHBIMHU PECYPCAMU;

- NPOEKTHPOBAHHE AJITOPUTMOB OOpPaOOTKM JaHHBIX, pa3paboTKa MPOrpaMMHOrO oOecreueHHs ¢
BO3MOXKHOCTSIMH, MPEICTABISIOIIMMH OMACHOCTH AJI1 (YHKIIMOHUPOBAHUS MH(OPMALMOHHBIX CUCTEM
1 MH(OPMaIIMOHHON 6€3011aCHOCTH YUpeKIeHNUS,

- nepechUIka HHGOpMaIuu N0 OMKMOOYHOMY AJIEKTPOHHOMY ajpecy (YCTpONCTBA); BBOJA OMIMOOYHBIX
JAHHBIX;

- HEOCTOPOXKHAs MopyYa HocuTesel nudopmanuy;

- HEOCTOPOXKHOE MOBPEXKICHUE KAHAJIOB CBSI3U;

- HENpaBOMEPHOE OTKJIOUEHHE O0O0OpYAOBAaHHS WIM HU3MEHEHHE pPEeXKHMOB pabOThl 3JIEMEHTOB
MH(POPMAIIMOHHBIX CHCTEM;

- 3apa)keHle KOMITbIOTEPOB BUPYCaMH;

- HECAHKIMOHUPOBAHHBIM 3allyCK TEXHOJOTHYECKUX IPOTPaMM, CIIOCOOHBIX BBI3BaTh IOTEPIO
paboTOCITOCOOHOCTH 3JIEMEHTOB MH(OPMAIMOHHBIX CHUCTEM HWJIM OCYIIECTBILIIONIUX HEOOpaTHMbIC B
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HUX u3MeHeHHs ((popmaTupoBaHHME WM PECTPYKTYpHU3AIMIO0 HOcUTelIed HHOpMaluu, yaaieHHe
JTAHHBIX );
- HEKOMIIETEHTHOE MCIOJIb30BaHUE, HACTPONKA UIM HENPABOMEPHOE OTKIOYEHUE CPEACTB 3aLUTHI.

4.42. Ilytm peanusanuu  NpeJHAMEPEHHBIX  MCKYCCTBEHHBIX  (CyOBEKTHUBHBIX)  yrpo3
nH(pOpPMaMOHHOM 06€30MMacCHOCTH.

OcCHOBHBIE BO3MOXKHBIE NYTH YMBINUIGHHOW [€30praHu3aldil padoThl, BBIBOJA JJIEMEHTOB
MH(OPMALIMOHHBIX CHCTEM M3 CTPOs, HECAaHKIMOHMPOBAHHOIO JocTyna K wuHopmanuu (c
KOPBICTHBIMHU LIEJISIMM, 110 IPUHYXACHUIO, U3 JKEITaHUSI OTOMCTUTH):

-  yYMBILUIEHHBIE JACHCTBUSA, NPUBOAAIIME K YaCTUYHOMY WJIM IIOJIHOMY  HapyLICHUIO
(GYHKIIMOHATIBHOCTHU 3JIEMEHTOB MH(POPMAIIMOHHBIX CUCTEM Y UPEKICHHUS,

- JeHCTBHSA MO Je30praHu3aniy  (QyHKIMOHUPOBaHHUA WH(GOPMAIMOHHBIX CHCTEM YUPEKICHHUS,
XMIIEHUE DJJIEKTPOHHBIX JIOKYMEHTOB U HoOcuTene uH(OpMalnuy; HECAHKIIMOHUPOBAHHOE
KOIMPOBAHUE 3JICKTPOHHBIX JTOKYMEHTOB U HOCUTEJIEH HH(POpMAIIHNH;

- YMBILIUIEHHOE HCKakeHre HH(GOpMaIuu, BBOJI HEBEPHBIX JaHHBIX;

- OTKJIIOYEHHE WJIM BBIBOJ U3 CTPOS MOJCHCTEM oOecreyeHHuss (YHKIMOHUPOBAHUS 3JIEMEHTOB
MH(OPMALIMOHHBIX CHCTEM (RJIEKTPONMTAHUSA, OXJAXKIEHUS W BEHTWISLMH, JIMHUN U amnmnapaTypsl
CBSI3H);

- IepexBaT JaHHBIX, IEPEIaBAEMBbIX 10 KaHajaM CBSA3M U X aHaJIu3;

- HE3aKOHHOE TOJyyeHue aTpuOyTOB pasrpaHUyEHUs] JOCTyna (MCIONb3ysd  XaJlaTHOCThb
MOJIb30BaTENeH, MyTeM MOIIENIKH, MToAO0pa mapois);

- HECaHKIMOHHWPOBAaHHBIA JOCTYN K pecypcaM HH(POPMAIMOHHBIX CHUCTEM C pabounx CTaHIHUN
aBTOPU30BAHHBIX CYyOBEKTOB JIOCTYTIA;

- XHIIEHUE WIN BCKPBITHE MHU(POB KPUNTOZAMUTHI HHPOPMALINH;

- BHEJIPEHUE anmapaTHbIX M MPOTPAaMMHBIX 3aKJIaJ0K C LEJIbI0 CKPBITHO OCYLIECTBISATH AOCTYH K
WHPOPMAIIMOHHBIM ~ pecypcaM  WIH  JIe30pTaHu3aluu (YHKIIMOHUPOBAHMUSI ~ DJIEMEHTOB
MH(GOPMALIMOHHBIX CUCTEM Y UpEeXICHUS,

- HE3aKOHHOE MCIIOJIb30BAaHHUE AJIEMEHTOB MH(POPMAIMOHHBIX CHUCTEM, Hapyllalollee IMpaBa TPETbUX
i

- IPUMEHEHUE MNOJCIYIIMBAIOIINX YCTPOMCTB, POTO M BHUIEO ChEMKA ISl HECAaHKLMOHMPOBAHHOI'O
cbheMa nH(pOpMaInu.

4.5. Ilytu peanu3anuy OCHOBHBIX €CTECTBEHHBIX yIpo3 HHPOPMALMOHHOMN 0€30MacHOCTH
- BBIXOJI U3 CTpOsi 00OpyAOBaHHUS HMH(OPMAIMOHHBIX CHUCTEM U OOOpPYAOBaHUS OOECIEUEHMs €ro
(GyHKIIMOHUPOBaHMS,

- BBIXOJ] U3 CTPOS MJIM HEBO3MOYKHOCTb HCIIOJIb30BAaHUS JTMHUN CBA3H;
- IOXKaphl U CTUXUKHBIE O€/1CTBHUS.

4.6. Mozenp BO3MOXKHBIX HapyLIUTENEH.

4.6.1. Tunsl HapyIIUTEIEH:

C yuyeToM KaTeropui Juil, MOTUBAIMH, KBATU(UKALUHU, HAINYHS CHIEIMAIbHBIX CPEJICTB:

HexomneTeHTHBIM (HEBHUMATENBHBIN) TOJIB30BAaTENh — PabOOTHUK Yupexnenuss (wim
MOJIpa3/ieIeHus] BHEIIHEW OpraHu3aliy, 3aHUMaromeiicss 00CIy)kuBaHueM MH()OPMAIIMOHHBIX CUCTEM
Yupexaenus), NpeanpUHUMAIONIANA TONBITKA BBIMOTHEHUS 3allpPEHICHHBIX JEHCTBUM, JIOCTYyNMa K
3alIMIAaeMbIM pecypcaM HH(GOPMAIMOHHBIX CHUCTEM C IPEBBIIICHHMEM CBOMX HOJHOMOYM, BBOJAA
HEKOPPEKTHBIX JTaHHBIX, HAPYIICHUS MPaBUJ U PErjiaMeHTOB paboThl ¢ MH(pOpManuen, TeHCTBYS MO
omKOKe, HEKOMIIETEHTHOCTH WM XalaTHOCTH 0e3 yMbICAa M MCIOJIB3YIOIIMHA TMPH 3TOM TOJIBKO
LITaTHBIE CPE/ICTBA;

Jlrobutens — pabOTHHUK Yupexxaenus (MIU  MOJpa3/eieHus BHEUIHEW OpraHu3alui,
3aHUMAIOILENCsl 00CTy)KMBaHHEM MH()OPMALIMOHHBIX CUCTEM YUpPEXKJIEHUs), MbITAIOIINUNICA HApPYIIUTh
CHCTEMY 3allUThl €3 KOPBICTHBIX LeJIeH, YMbICIIA TN ISl CAMOYTBEPIKICHHSL.

[Tpu 3TOM KCHONIB3YIOTCS PA3IUYHbIE METO/IbI TIOMYYEHUS TOTIOIHUTENbHBIX MOJIHOMOYHUH JOCTyTa
K pecypcaM, HEIOCTaTKH B IOCTPOCHMM CHUCTEMBI 3allUThl U JIOCTYIHBIE €My IUTaTHBIE CpPEACTBa
(HeCaHKIIMOHUPOBAHHBIE IEHCTBUS TOCPEICTBOM MPEBBIIICHNS CBOMX IMOJHOMOYNI Ha MCIIOIb30BaHHE
pa3pelIeHHBIX CpPEACTB), HELITaTHblE WHCTPYMEHTAJIbHBIE M TEXHOJOTMYECKHE IPOrpaMMHBbIE



CpEICTBa, CAMOCTOATEIBHO pa3pabOTaHHBIE MPOrPaMMbl MJIM CTaHAAPTHBIE JOMOJHUTEIbHBIC
TEXHUYECKUE CPEJCTBA.

BrayTpeHHuii (BHEUTHWI) 37TOYMBINUICHHUK - aBTOPHU30BAHHBIM CYOBEKT aocTyrna (IMOCTOPOHHEE
JUI0) ACUCTBYIOUIUH IIeJICeHANIpaBJIeHHO (B TOM 4YHCJIE€ B CrOBOPE C JIMLAMH, HE SIBIISIOLIUMUCS
pabotHukamu Yupexaenus). [lpu 5ToM HCTIONB3YIOTCSI METOABI U CPENICTBA B3JIOMa CUCTEMBbI 3aIIUTHI,
BKJIIOYAsl ar€HTYPHbIE METO/Ibl, TACCUBHBIE CPEACTBA (TEXHUYECKHE CPEACTBA IepexBara), METOJbl U
CpeICTBa aKTUBHOTO BO3JEHCTBUS (MOAU(UKALNA TEXHUYECKUX CPEACTB, MOJKIIOYEHHE K KaHalaM
nepelayd  JAHHBIX, BHEAPEHUE NPOrpaMMHBIX 3aKJAJOK M  HCIIOJIb30BAHHME  CIIELUAJIbHBIX
MHCTPYMEHTAJIBHBIX M TEXHOJOTMYECKMX IporpamMm), a Takke KOMOWHAIIMM BO3JECHCTBUHM, Kak
U3HYTPU, TaK ¥ U3BHE YUPEKICHUS.

4.6.2. BHyTpeHHHE HApyIIUTEIH:

BHyTpeHHUM HapymuTeneM MOXET ObIThb JUI0 W3 CIEAYIOUUX KaTeropuii pabOTHUKOB
Yupexaenus:
- 3apETUCTPUPOBAHHBIC TIOJB30BATENIM U IMEPCOHAN, OOCHYKMBAIOIIMNA TEXHUYECKHUE CpEeACTBa
MH(POPMAIIMOHHBIX CHCTEM Y UpeXICHUS,
- pabOTHUKHU, B TOM YHCJIE PYKOBOJUTEIH, HE SBISIOLIUECS 3aPETUCTPUPOBAHHBIMH MOJIB30BATEISIMU U
HE JONYIICHHbIE K MH(POPMALMOHHBIM pecypcaM YUpexaeHHUs, HO MMEIOIIME TOCTYI B 3JaHUS U
MTOMEILIEHUS;
- paOOTHUKH, B TOM YHUCJIE PYKOBOAMTEIM, 3aJ€HCTBOBaHHbIE B pa3pabOTKE U CONPOBOXKIACHUU
MIPOrPaMMHOTO O0ECTICUeHUSI.

4.6.3. BHeuIHue HapyIIUTEINN

BHeurHum HapymuTeneM MOKET ObITh MO U3 CIEAYIOUIUX KaTerOpUil:
- pabOTHUKU YUpEKACHUS, C KOTOPBIMH MTPEKpAIIeH (PaCTOPTHYT) TPYAOBOW JJOTOBOD;
- MPEACTAaBUTENIM BHEUIHUX OpraHH3alfii, 3aHMMAaIOIIUXCs pa3paboTKOM, MOCTaBKOH, PEMOHTOM U
00CITy>)KUBAaHHEM DIIEMEHTOB MH(POPMALIMOHHBIX CUCTEM;
- YIEHBI MPECTYIHBIX OpraHU3aINil UK JIMLIA, IEHCTBYIOIINE M0 UX 33JaHUIO;
- IMLA, CIy4YallHO UM YMBIIUJIEHHO IPOHUKIIHNE B JIOKATbHYIO BHIYUCIUTENIBHYIO CETh Y UpEeXKICHUS U3
BHEITHUX TEJICKOMMYHHKAI[MOHHBIX CETEHl (XaKephl);
- aIMUHHUCTPATOPbl aBTOMATU3UPOBAHHBIX CUCTEM Y UPEKICHUS, UMEIOLUE HEOTPAaHUUYEHHBIN JOCTYII
K UH(pOpPMAMOHHBIM pecypcaM KOMIIOHEHTOB KOPIOPATUBHONM WH(MOPMAIIMOHHONH CHCTEMBI.
AJIMUHUCTpPAaTOpPbl aBTOMAaTU3UPOBAHHBIX CHCTEM MOTYT OTHOCHTHCS KaK K BHEIIHMM, TaK U K
BHYTPEHHUM HApYLIUTEISIM.

4.7. Vrteuka uH(pOpMalMM IO TEXHUYECKHMM KaHaiaM [Ipu mpoBeAeHHM MEpONpUATUI U
IKCIUTyaTaluy TEXHUYECKUX CPEJCTB YCTAaHABIMBAIKOTCS CIENYIOIIME KaHAIbl YTEUKH WM HapyLICHUS
L[EJIOCTHOCTH MH(OpMaIMK, HApYLIEHUS] pab0TOCTIOCOOHOCTH TEXHUUECKUX CPEICTB:

- MOOOYHBIE 3IEKTPOMArHUTHBIE H3IY4YE€HUS HUHPOPMATUBHOTO CUTHAla OT TEXHUYECKUX CPENCTB
VYupexneHus u TMHAN nepesaynd nHGOpMalny;

- HaBOAKM MH(POPMATUBHOTO CHUTHAJA, 0OpabaThIBAEMOr0 TEXHHUUYECKUMH CpPEICTBAMHU JIOKAJIbHOMN
BBIUHCIIUTENBHOMN ceTn Yupek/ieHus, Ha MPOBO/ia U JINHUH, BBIXOAIIUE 32 MPEENIbl KOHTPOIUPYEMO
30HBI YUPEKACHHUS, B T.4. HA LIETIA 3a3€MJICHUS U DJIEKTPOIIUTAHUS;

- DJIEKTPUYECKUE CHUTHAIbl WM pPaJUOU3IYydY€HHUs, OOYCIOBJIEHHbIE BO3JIEHCTBUEM Ha CpeACTBa
nepeaayy MHGOPMAILMU BBICOKOYACTOTHBIX CUTHAJIOB, CO3/JaBa€MbIX C ITOMOIIBIO pa3Be/bIBaTEIbHON
anmnapatypsl, 0 3Qupy U MPOBOJAM, JUOO CUTHAJIOB MPOMBIIIEHHBIX PaJAUOTEXHUYECKUX YCTPOUCTB
(panuoBemiaTeabHbIE, palOIOKAIIMOHHbIE CTAHIIUHU, CPEJICTBA PAMOCBS3H U T.I1.), U MOAYJIALUEH UX
MH(OPMATUBHBIM CUTHAJIOM;

- aKyCTHYeCKOe HU3JIy4YeHHe HH(OPMATHBHOTO PEUEBOr0 CHTHAJA WJIM CHTHaJa, OOYCIOBIEHHOTO
(GYHKIIMOHUPOBAHHEM TEXHUUYECKUX CPEACTB 00pabOTKH MH(OPMALINK;

- JJIEKTPUYECKHE CUTHAJIBl, BO3HUKAIOIINE TOCPEICTBOM MpeoOdpa3oBaHusl HH(POPMAaTUBHOIO CHUTHAJIA
M3 aKyCTHYECKOTO B AJIEKTPUYECKUU 3a cueT MUKPOGOHHOTO 3(deKTa W pactupoCTpaHSIOMUECs IO
MIPOBOJIAM U JIMHUSAM Tepelaun HHPOpMalny;

- BUOpAIlMOHHBIE CHUTHAJIBI, BO3HUKAIONIME TIOCPEJACTBOM TIpeoOpa3oBaHus WHHOPMATHBHOTO
aKyCTHUYECKOTO CHUTHaja IpPHU BO3JEHCTBUM €r0 HA CTPOUTENIBHBIE KOHCTPYKLUMH U HHXEHEPHO-
TEXHUYECKHE KOMMYHHUKAIIMH BBIJIEJIEHHBIX TOMELEHUII;



- BO3/ACHCTBHE HAa TEXHHYECKHE WM INPOrpaMMHBIC CPEICTBA B IENSAX HApYHICHUS IEIOCTHOCTH
(YHHUTOXEHHS, HCKaXeHHs) HH(popManuu, paboTOCIOCOOHOCTH TEXHHUYECKUX CPEACTB, CPEICTB
3amuThl MH(GOpPMANNH, aAPECHOCTH W CBOEBPEMEHHOCTH HH(OPMAIMOHHOTO OOMEHa, B TOM YHCIIE
AJIGKTPOMArHUTHOE, dYepe3 CIEHUAIbHO BHEAPCHHBIC JJIEKTPOHHBIE M MPOTPaMMHBIE CpPEACTBa
(«3akmagKm»);

- repexBaT MH(OpMaIK UM BO3JEHCTBHE HA HEE C MCIOJIb30BAaHHUEM TEXHUYECKHX CPEJCTB MOXKET
BECTUCHh HEMOCPEACTBEHHO W3 3[IaHUH, Pacloj0KEHHBIX B HEIOCPEICTBEHHON OJIM30CTH OT OOBEKTa,
MECT BPEMEHHOTO MpeObIBaHMS, 3aMHTEPECOBAHHBIX B IepexBaTe MH(POPMAIIUU MM BO3ACHCTBUM Ha
Hee JIMIl NPHU TOCEHICHNH HMMH YUpPEXKICHHS, a TAaKKe C IOMOIIBI0 CKPHITHO YCTaHABIMBAEMOU
aBTOHOMHOM aBTOMAaTHYECKOH anmapaTyphl.

V. OcHOBHBIE NMPUHIHUIBI MOCTPOCHUA CUCTEMBI 3aIIIUTHI nmbopMauI/m.

[TocTtpoeHne cucteMbl 3alUThl UHPOPMALUU YUPESKACHUS U €€ (YHKIMOHUPOBAHHE OJDKHBI
OCYILIECTBISTHCS B COOTBETCTBUH CO CIEAYIOIUMU OCHOBHBIMH MPUHIIUIIAMHU:

5.1. 3aKOHHOCTb.

[Ipenmonaraer OCYIIECTBICHUE 3alllUTHBIX MEPONPHUSATHI U Pa3pabOTKy CHUCTEMBbI 3aIlIHUTHI
uHbopManuu YUpEKICHHS B COOTBETCTBMU C JACHWCTBYIOIIUM 3aKOHOJATEIbCTBOM B O00JIACTH
uHpopmanuu, uHGopMaTU3aMK U 3aIIUTH MHGOPMAIUH, a TaK)Ke JPYTrUX HOPMATHUBHBIX aKTOB IO
MH(OPMAIIMOHHOM 0€30MaCHOCTH, YTBEPKICHHBIX OPTaHAMH TOCYIapCTBEHHOMN BIIACTH.

[TpunsTeie Mepbl HHGOPMAIMOHHON O€30MaCHOCTH HE JOJDKHBI MPEMSTCTBOBATH JIOCTYIY
[IPAaBOOXPAHUTENIbHBIX OpPraHOB B IPEAYCMOTPEHHBIX 3aKOHOJATEILCTBOM CIydasix K pecypcam
KOHKPETHBIX HH(POPMAIIMOHHBIX cHcTeM. Bee nmonbp3oBaTeny nHGOPMALMOHHBIX CUCTEM Y UpexkKICHUs
JOJDKHBI UMETh MIPECTaBIeHHE 00 OTBETCTBEHHOCTH 3a MPaBOHApPYIIEHHs B 001acTH HHPOPMALIUH.

5.2. CUCTEMHOCTb.

CHCTeMHBIH TIOJXO0/ K MOCTPOSHUIO CUCTEMBI 3alIUThl HHPOPMALIMU B YUPEXKICHUH MPEIIOaraet
y4eT BCEX B3aMMOCBS3aHHBIX, B3aUMOJICHCTBYIOIIUX M H3MEHSIOUIMXCS BO BPEMEHU JIIEMEHTOB,
ycnoBuid ¥ (AKTOPOB, 3HAYUMBIX Ui TIOHUMAaHWS ¥ pEIIeHHs MpoOIeMbl 00eCTICYeHHS
nH(popMalMOHHON Oe3omacHOCTH YupexaeHus. [Ipu co3gaHuy CUCTEMBI 3alUThl YUUTHIBAIOTCS BCE
cnabple 1 HamboJiee ysI3BUMBbIE MecTa MH()DOPMAITMOHHBIX CHUCTEM YUPEXKICHHs, a TAKKe Xapakrep,
BO3MOXXHbIE OOBEKTHl M HamNpaBleHUS aTrak Ha HeE€ CO CTOPOHBI HapyIIMTENeH, MyTu
HECaHKLMOHUPOBAHHOTO JocTyna K uMHpopMmanuu. Cuctema 3amiuThl JOJKHA CTPOUTHCS C y4ETOM
BO3MOYXHOCTH TOSIBIICHUS MPUHIIMITHAIBHO HOBBIX IMyTeH peann3anuu yrpo3 0e30MacHOCTH.

5.3. KOMIIJIEKCHOCT®b.

KommiiekcHOe HMCMONb30BaHUE METOJOB M CPEICTB  3alIUThl  MH(GOPMAIMOHHBIX CHUCTEM
MIpeoiaraeT COrjJacoBaHHOE MPUMEHEHUE MPOrPaMMHBIX M TEXHUYECKHX CPEJICTB MPH MOCTPOSHUHN
LEJIOCTHOW CHUCTEMBI 3alllMThl, MEPEKPHIBAIOIIECH BCE 3HAUMMbIE KaHAJIbl peaju3alid yrpo3. 3aiiura
JIOJDKHA CTPOMTHCS DILEJIOHHPOBaHO. BHemHss 3ammMra JoJDKHA obecreuuBaThesl (DU3MUECKUMHU
CpelICTBaMH, OPraHU3allMOHHBIMU U IPABOBBIMH MEPAMH.

5.4. HenpepbIBHOCTH 3alTUTHI.

Jns  obOecneueHust  3TOro  NpHUHLIMIA  HeoOXoauMma  TOCTOSHHAas ~ OpraHu3allMoHHAas
(amMHUHUCTpAaTUBHAS) MOJACPKKa (CBOEBPEMEHHAsi CMEHAa W o0eclieueHne MPaBUIHLHOTO XPaHEHUS U
MPUMEHEHHUST UMEH, Maposiei, Kirodei mm@poBaHus, nepepacmpenenenue mnonnomouuil). Ilopsaok
MOJIyYEHUs JOCTYTa K MHPOPMAIIMOHHBIM pecypcam periiaMeHTupyercs B MHCTpyKIuu nojas30BaTens,
OCYIIECTBISIONIET0 00pabOTKY MEePCOHATBHBIX JAHHBIX HA 00BEKTaX BBIYUCIUTEILHON TEXHUKH.

5.5. CBOEBpEMEHHOCTb.

[Tpeanonaraercs ynpexxaaromuil xapakrep Mep obecredeHus: nH(POPMAIIMOHHON O€30MaCHOCTH, TO
€CTh IMOCTaHOBKa 33/1ad MO KOMIUIEKCHOM 3aluTe MH(GOpMaluu W peanu3anus mMep oOecrnedeHus
Oe3omacHoCTH WH(GOPMAIIMK HA PAHHHUX CTAIUSAX pa3pabOTKu MHGPOPMAIMOHHBIX cUcTeM. PazpaboTka
CHUCTEMBI 3alIUTHI BEIETCS MapauIeIbHO C Pa3padOTKOW M pa3BUTHEM CaMOM TOJJIEXKAIIeH 3aIuTe
MH(OPMALIMOHHON CUCTEMBI.

5.6. IIpeeMCTBEHHOCTh M COBEPILIEHCTBOBAHME.



[Ipenamonaraer MOCTOSIHHOE COBEPIICHCTBOBAHUE MEP M CPE/ICTB 3alIUTHI MHPOPMAIMK Ha OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKUX pELICHWH, KaJpOBOTO COCTaBa, aHAJIN3a
(bYHKIIMOHMPOBAaHHS MH(OPMALMOHHBIX CHCTEM YUPEXKICHUS U CUCTEM MH(OPMAIIMOHHOM 3aIIUTHI C
Y4eTOM M3MEHEHHMH B METOJaxX M CPEACTBax IepexBara MH(OpMAaIMHi, HOPMATUBHBIX TPeOOBaHUN 1O
3aIInTe, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apyOEIKHOTO OIIbITa B 3TOH 00JIaCTH.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTb.

[Ipenmonaraer BO3JIOXKEHUE OTBETCTBEHHOCTH 3a oOecrieueHHe WHGOPMAIMOHHOW 0e30MacHOCTH
Ha KaXAOro pabOTHHMKAa B TMpelesiax ero IOJHOMOYMH. B COOTBETCTBHHM € OSTHUM HPUHIUIIOM
pacmpezeneHue npas u 00s3aHHOCTEH paOOTHHKOB CTPOUTCS TAKUM 00pa3oM, YTOOHI B cirydae Jr000ro
HapyIIEHUs] KPYT BHHOBHUKOB OBUT YE€TKO U3BECTEH WM CBEJCH K MUHUMYMY.

5.8. MuHuMu3anus NoJHOMOYMHM.

[Ipenamnonaraer mpenocTaBleHUE TOJIB30BATEIIM MHUHUMAJIBHBIX IIPaB JOCTYIAa B COOTBETCTBUU CO
CITy’keOHOM HeoOxomuMocThio. JlocTynm K MH(pOpPMALUU JODKEH MPEJOCTaBIATHCS TOJIBKO B TOM
ciydyae M 00BEME, eciaM 3TO HEoOXOAMMO pAaOOTHUKY MUl BBINOJHEHHS €ro JIOJDKHOCTHBIX
00513aHHOCTEH.

5.9. I'nbGkocTh cucTeMbl HHYOPMAITHOHHON O€301TaCHOCTH.

[Ipenmonaraer crmocoOHOCTh CHCTEMbl HWH(POPMAIIMOHHON OE30MaCHOCTH pearnpoBaTh Ha
M3MEHEHUsI BHEIITHEH CPEIbl U YCIOBHI OCYHIECTBICHUS Y UpEeKACHIEM CBOCH JeaTeIbHOCTH. B uncio
TaKWX U3MEHEHHI BXOJIAT:

- U3MECHEHUSI OPTaHU3aLMOHHON U IITAaTHOU CTPYKTYPBI Y UpeiKACHUS;
- I3MEHEHHE CYIIECTBYIOIINX UM BHEAPEHHUE MPUHIIUITHAIHLHO HOBBIX HH(POPMAIIMOHHBIX CHCTEM;
- BBOJI B 9KCIUTyaTalIO HOBBIX TEXHHYECKUX CPEICTB.

5.10. IlpocToTa NpUMEHEHUs CPECTB 3AIIUTHI.

MexaHu3Mbl ¥ METOJBI CHCTEMBI 3alIUThl MH(OPMALUHN IOJDKHBI OBITH MOHSTHBI M TPOCTHI B
UCTOJIb30BaHNU. [IpUMEHEHUEe CpPEeICTB U METO/OB 3allUTHI HE CBS3aHO CO 3HAHHEM CIICIHAJIbHBIX
SI3BIKOB MJIM C BBIIIOJIHEHHEM JICWCTBHM, TPEOYIOIIMX 3HAYMTENBHBIX JOMOJHHUTEIBHBIX TPYA03aTpar
IIpU OOBIYHOM paboTe 3aperuCTPUPOBAHHBIX IOJIB30BATENEH, a TaKKe HE TpeOdyeT OT MOJb30BaTels
BBITTOJTHEHUS] MAJIOTIOHATHBIX €MY OIIepaLuii.

5.11. OG0CHOBaHHOCTh M TEXHUUYECKAS PEAIU3YEMOCTb.

[Ipenmnonaraer, 4T0 WHQPOPMAIIMOHHBIE TEXHOJOTHH, TEXHHYECKHE M IPOrpaMMHBIC CPEICTBA,
CpeAcTBa M Mephl 3aIIUThl MHPOPMALMU PEATU3yIOTCS Ha COBPEMEHHOM TEXHHUYECKOM YpPOBHE U
00OCHOBaHbI Ul JOCTHKEHHS 3a/laHHOTO YPOBHS 0€30MacHOCTH HMH(OpMAlMM M 3KOHOMHUYECKOMH
eJIeCO00Pa3HOCTH, a TaKKe COOTBETCTBYIOT YCTAaHOBJIEHHBIM HOpMaM W TpPeOOBaHUSM TI0
6e30macHOCTH UH(POPMALIUH.

5.12. Cnenunanusanus 1 npodeccruoHalIn3M.

[Ipeanonaraer mpuBieyeHHE K pa3pabOTKe CPENCTB M peaau3ald Mep 3aluThl MH(OpMaruu
CTIEMAM3UPOBAHHBIX OpraHU3aIMid, HanboJiee OATOTOBICHHBIX K KOHKPETHOMY BHIY JIESTEITHOCTH
1o obecrieyeHnIo 0€30MacHOCTH MH(POPMAITMOHHBIX PECYPCOB, UMEIOLIUX OIBIT MPAKTUYECKON pabOThI
U TOCYNapCTBEHHYIO JIMIEH3WIO Ha TIPaBO OKa3aHWs yciayr B O3Toi oOmactu. Peammzamus
aJIMUHUCTPATUBHBIX MEp W JKCIUTyaTallusl CPEACTB 3alllUThl OCYILECTBIIAETCS MNPOQecCHOHATBHO
MOJITOTOBJICHHBIMH CHEIIHATMCTAMH 3alIUTHl HHQOpMAIK Y UpEKICHHUS.

5.13. O6s13aTeNnbHOCTh KOHTPOJIS.

[Ipeamonaraer 005A3aTENFHOCTE M CBOEBPEMEHHOCTHh BBISBICHUS M TPECEYCHUS TIOMBITOK
HapyLeHHUs yCTaHOBJIEHHBIX PaBUI obecrieueHust 6€30MacHOCTH HMH(DOPMAIIH.

KoHTpomb 32 IeSTeTbHOCTHIO JTI0O0TO TOIH30BATENS, KAXKIOTO CPEJCTBA 3alIUTHl U B OTHOIICHUH
7006010 00BEKTA 3aUTHI OCYIIECTBIISCTCS HA OCHOBE IPUMEHEHUS CPEICTB ONEPATUBHOTO KOHTPOJIS
W PEruCTpalliii W OXBAaThIBACT CAHKIIMOHHUPOBAHHBIE W HECAaHKIIMOHWPOBAHHBIC JIEHCTBHS
nojp3oBarenei. BrigBneHHbIE paOOTHUKAMU  YUpeXKACHHsS HEIOCTaTKU  CHCTEMBbl  3aIlIUTHI
WHPOpPMAIIMK JIOBOJATCS IO CBEIEHHUS HEMOCPEACTBEHHOTO pyKoBoauTens. O CyImecTBEeHHBIX
HE/I0CTAaTKaX COOOIACTCA PYKOBOIUTEIIO Y UpEkKACHUS.

V1. Mepbl, MeTO/IbI U cpecTBa obecnieyeHus1 HH(POPMALMOHHOH 0e30MaCHOCTH.

6.1. Mepsbl obecrieueHrss THPOPMAITMOHHON O€30TaCHOCTH.



6.1.1. 3akoHomaTenpHBIC (IIPAaBOBBIE) MEphl oOecredeHUs: WHPOPMAIMOHHONW O€30MacHOCTH K
IPaBOBBIM MepaM oOecreyeHus HWH(POPMALMOHHON O0€30MacHOCTH OTHOCATCS JCHWCTBYIOIIUE B
Poccuiickoit ®enepaniii  3aKOHOJATENIbHBIE W WHBIE HOPMATHUBHBIE AaKThl, PETJIaMEHTUPYIOIIUE
npaBuiga oOpamieHuss ¢ uH(OpMAIMel, 3aKpeIUIIoNIe TMpaBa M O0A3aHHOCTH YYaCTHUKOB
MH(OPMALIMOHHBIX OTHOIICHWH B Tmpolecce ee oO0paOdOTKM M UCHOJb30BaHUS, a TaKkkKe
YCTaHABJIMBAIOILIME OTBETCTBEHHOCTh 3a HAapyLIeHHs ATUX mpaBwi. [IpaBoBele Mephl oOecriedeHHs
MH(OPMALIMOHHON O€30MaCHOCTH HOCAT YNPEXKIAIOIUN, MPOPHIAKTUYECKUN XapakTep U TpeOyroT
MOCTOSTHHOM  pa3bsCHUTENBHON pPa0OThI C TIOJB30BATENSIMU M OOCIYXHBAIOIIUM IEPCOHATIOM
MH(OPMALIMOHHBIX CUCTEM Y UPEKICHUSI.

6.1.2. TexHosornueckue Mepbl odecrnedeHus HHHOPMAITMOHHONW O€30MMaCHOCTH K JaHHOMY BHIY
Mep oOecriedyeHruss WHPOPMALMOHHON OE30MaCHOCTH OTHOCSTCS TEXHOJOTHUYECKUE pEeIIeHUs U
MpUEeMbl, HAIpPaBICHHbIE HAa YMEHbBIIEHUE BO3MOXHOCTH COBEpIICHUS PAOOTHUKAMU OIIMOOK H
HapyIICHUH B PaMKax MPEI0CTABICHHBIX UM IIPaB U TOJTHOMOYHHA.

6.1.3. OpranuzanvoHHble (aAMUHUCTPATHUBHBIE) MeEpbl oOecrmedyeHus  HMHQPOPMAIMOHHOMN
0€30MacHOCTH.

OpranuzanvoHHble (aAIMMHUCTPATUBHBIE) Mepbl oOecrieueHnss HHPOPMAIIMOHHON 0€30MacHOCTH —
3TO  Mephl OPraHU3aIMOHHOTO XapaKTepa, PErJaMEHTHPYIOIUE Mporecchl (YyHKIMOHHUPOBAHUS
CUCTeMbl OOpaOOTKH JaHHBIX, HCIOJb30BAaHUE €€ pPECypcoB, JAEATEIbHOCTb OOCIYKHBAIOIIETO
MepPCOHAJIA, a TAKXe MOPSAIOK B3aUMOJICHCTBUS MOJIH30BATEICH C CUCTEMOM TaKUM 00pa3oM, YTOObI B
HauOOJbIICH CTETIEHU 3aTPYAHUTHh WM MCKIIIOUUTH BO3MOKHOCTh pealiu3allid yrpo3 0e30MacHOCTH
WIM CHU3UTH pa3Mep NOTephb B Cilydae UX peanuzauuu. OpraHu3alliOHHBIMU (aIMUHUCTPATUBHBIMHU)
Mepamu obecriedeHrsi HHPOPMAIIMOHHON 0€30IaCHOCTH SBJISIOTCS:

- pernamMeHTanus 10CcTyna B 31aHUE Y UpexkICHNUS;

- pernamMeHTanus 10mycka pabOTHUKOB K UCIOIb30BaHUIO HH(POPMAIIMOHHBIX PECYPCOB;

- aHaM3 TPeOOBAHUH K PIIEMEHTAaM CHCTEMBI Ha OCHOBE 3asBOK ITOJIB30BATENICH Ha OOCITY)KUBaHHE U
MOAU(UKAIMIO anlapaTHBIX U MPOTPAMMHBIX PECYPCOB;

- obecrieueHHEe M KOHTPOJb (U3MUECKOW IEIOCTHOCTH (HEM3MEHHOCTH KOH(HUTypaluu) CpencTB
BBIYHCIUTENbHON TEXHHUKHY;

- oOyueHme MoJb30BaTeNe; AeITeIBHOCTD M0 00ecTieyeHnI0 HH(OpMaIOHHON 0€301acHOCTH;

- ycioBus  00paboTku  MHGOPMAIMOHHBIX  PECypcoB  KOHGUACHIIMAIBLHOTO  XapakTepa,
OTBETCTBEHHOCTh 3a HApYIICHUS YCTAaHOBJICHHOTO TIOPSAJIKA IIOJIb30BAaHHUS HH(POPMAITMOHHBIMU
pecypcamu YupexJIeHHs.

6.1.4. ®usndeckue Mepsl obecrneueHust THHOPMAITMOHHON O€30MaCHOCTH.

dusnueckue Mepsl obecreueHUs: MHPOPMALMOHHOM O€30MacCHOCTH OCHOBAaHbI HAa NPUMEHEHUH
MEXaHUYECKUX,  OJJEKTPOHHBIX WM  DJIEKTPOHHO-MEXAaHWYECKHMX  YCTPOMCTB,  CIEIHAIBHO
IpeJHa3sHauYeHHbIX JUIs CO3JIaHusl (U3NYECKUX MPEMATCTBUIM Ha BO3MOXKHBIX MYTAX MPOHUKHOBEHUS U
JOCTyNa TMOTEHIMAIBHBIX HAPYIIUTENEH K dJeMEeHTaM HH()OPMAIIMOHHBIX CHUCTEM M 3allUIIaeMOi
uHpOpMalnu.

6.1.5. Texaudeckue Mepsl obecrnieueHust THHOPMAITMOHHON O€30MTaCHOCTH.

TexHuueckue (ammapaTHO-NPOTrpaMMHBIE) Mepbl oOecredeHus: MHPOPMAIMOHHOW 0e30MacHOCTH
OCHOBAHBI Ha HCIIOJIb30BAaHUU JIEKTPOHHBIX YCTPOMCTB M CIEIUANBHBIX MPOTPAMM M BBIITOIHSIONIHX
(caMOCTOSITEIPHO WIJIM B KOMIUIEKCE C JAPYITMMHU CpeicTBaMM) (DYHKIMM 3alUThl (MICHTU()UKALUIO U
ayTeHTU(UKALMIO TIOJb30BaTeNIel, pasrpaHUUYeHUE JOCTyNa K pecypcaM, PEruCTpalyio COOBITHM,
KpUNTOrpaguueckoe 3akpbITHE HH(HOPMALUHN).

VIl. Oco6ennocT 00padoTKH HH(POPMALUH, coAepKALLel MepPCOHAIbHbIE JaHHbIe.

7.1. Bce nmepcoHanbHbIE JaHHbIE CYObEKTa Y UPEKIACHUS CIEAYET MOTy4yaTh Y HETO CaMoro (JIst
oOyyaromuxcs YUpexxJIeHUs OT pOJAUTeNed — 3aKOHHBIX THpeacraBuTeneil). Eciau mepcoHanbHbIe
JaHHBbIE BO3MOXKHO IOJIYYUTh TOJBKO Yy TPEThEH CTOPOHBI, TO CYOBEKT MEPCOHAIBHBIX JaHHBIX
JI0JKEH OBITh YBEJIOMJIEH 00 3TOM 3apaHee M OT HEro JIOJKHO ObITh MOJYYEeHO MUCbMEHHOE COTacue.

JIOIDKHOCTHOE JTUTI0 YUpeKACHUS JOHKHO COOOIINUTh CYOBEKTY MEePCOHANBHBIX JAHHBIX O IEJIAX,
IperoaaraeMpIX UICTOYHUKAX U CIIOCO0aX MOTY4YEHHUs! ePCOHANBHBIX JaHHBIX, @ TAKXKE O XapaKTepe
noanexamux noxydenuto [1/] u mocnencTBusx oTkasza JaTh MUCbMEHHOE COTJIACHe Ha UX MOJy4YEeHHeE.
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7.2. YapexJeHre He UMEET IpaBa MoyydaTh M 00padaThiBaTh JaHHBIE CYOBEKTa MEPCOHAIBHBIX
JAHHBIX O €r0 PacoBOMW, HALIMOHAIBHOM MPUHAIC)KHOCTH, MOJIUTHIECKUX B3IIISIIAX, PETUTHO3HBIX
Wi Guitocoekux yoexkAeHUIX, COCTOSIHUU 310pOBbs, YaCTHOM KU3HU. B ciyyasx, HemocpenacTBEHHO
CBSI3aHHBIX C BOIIPOCAMH TPYIOBBIX OTHOIIEHUH, B COOTBETCTBUM cO cT. 24 Koncturynuu Poccuiickoit
Oenepauuu paboToaarenb BIpaBe MOJydaTh U 00pabaThiBaTh JaHHBIE O YAaCTHOM >KU3HH pabOTHHKA
TOJIBKO C €r0 MMCbMEHHOT'O COIJIACHSl.

7.3. CyOBeKT MepcoHaIbHBIX JAaHHBIX CAMOCTOSITENBHO MPUHUMAET PEIICHHE O MPelI0CTaBICHUN
CBOMX MEPCOHAIBHBIX JAaHHBIX U AA€T cOriacue Ha uX 00paboTKy.

7.4. OOpaboTKa yKa3aHHBIX JI@aHHBIX BO3MO)KHa 0€3 ero corjiacus B COOTBETCTBHH CO CT.6
®enepanbHbiM 3akOHOM OT 27.07.2006 Nel152 «O nepcoHanbHbIX JaHHBIX.

7.5. Cornacue Ha 00pabOTKy NIEPCOHANBHBIX JAaHHBIX O(OPMIISETCS B MUCHEMEHHOM BHJIC.

7.6. IlucbMeHHOe corjlacue Ha 0OpabOTKY CBOMX IE€PCOHANbHBIX JIAHHBIX JIOJDKHO BKJIIOYATh B

ceOst:
- amunuio, UM, OTYECTBO, a/IpeC CYObEKTa MEPCOHATIBHBIX JaHHBIX, HOMEP OCHOBHOT'O JIOKYMEHTAa,
YIOCTOBEPSIOLIEr0 €ro JIMYHOCTb, CBEICHUS O J1aT€ BbIAAYM YKA3aHHOI'O JOKYMEHTa U BbIJABIIEM €0
oprane; HauMeHoBaHHE ((paMIINIO, UMs, OTYECTBO) U AJpec OIlepaTopa, MOJIYYaoIIero corjiacue
CyObeKTa MePCOHATBHBIX JaHHBIX; LIEIb 00pabOTKH MEPCOHAIBHBIX JaHHBIX; TIEpEUEHb NEPCOHATBHBIX
TaHHBIX, HA 00pabOTKYy KOTOPBIX JaeTcs corjiacue CyObheKTa MEepCOHANBHBIX JaHHBIX; MEpPEeYeHb
JEWCTBUI C TEPCOHANBHBIX JaHHBIX Ha COBEPIIEHHE KOTOPBHIX TAETCs COTJIache, oOIee ONMUCaHHe
UCIOJIb3YEMBIX OIEepaTOPOM CHOCOO0B 00paOdOTKH MEPCOHANBHBIX JaHHBIX; CPOK, B TEUEHUE KOTOPOTO
NIEMCTBYET corJlacue, a TAaKKe MOPSAJ0K €ro OT3bIBa.

7.7. Cornacue Ha 00pabOTKY MEPCOHAIBHBIX JaHHBIX MOKET OBITh OTO3BaHO CYOBEKTOM
MIEPCOHANBHBIX JAHHBIX 110 MMCbMEHHOMY 3alpocy Ha UMsI JUPEKTOpa Y UpeKIeHUS.

7.8. CyODbeKT mepCcoHaIbHBIX JaHHBIX MMEET MPaBO Ha MOJTyYEHUE CIeAyIoel HHPOopMaIIH:

- CBEJICHUS O JIMLAX, KOTOPhIE UMEIOT JIOCTYI K NEPCOHAIBHBIM JaHHBIM WM KOTOPBIM MOXET OBITh
MIPEIOCTaBIIEH TaKOW JOCTYII; MepeuyeHb 00pabdaThiBaeMbIX MEPCOHANBHBIX JAHHBIX M HCTOYHUK UX
MIOJIyYEHUS; CPOKH 00pAaOOTKU MEPCOHAIBHBIX JAaHHBIX, B TOM YHCJIE CPOKH X XPAHEHMUS;

- CBEJICHHUS O TOM, KaKHe IOPUIUYECKHE TOCIEACTBUSA ISl CYObEKTa MEePCOHANBHBIX JAHHBIX MOXKET
MIOBJIEYb 32 000 00pabOTKA €ro NePCOHAIbHBIX JaHHBIX.

7.9. CyObekT mepcoHaNbHBIX [AaHHBIX BIpaBe TPeOOBaTh OT oOIepaTopa YTOYHEHHs] CBOMX
[IEPCOHANBHBIX JIaHHBIX, UX OJIOKUPOBAHUS UM YHUUYTOKEHUS B CIy4yae, €Clid MEPCOHAIbHBIX JaHHbBIX
SBJISIIOTCSL HEMOJHBIMM,  YCTApEeBIIMMH, HEIOCTOBEPHBIMH, HE3aKOHHO TOJIYYEHHBIMH WJIM HE
SIBJISIFOTCS. HEOOXOIUMBIMHU JIJIs 3asIBJIEHHOM 11e711 00pabOoTKH.

7.10. CpeneHus O TEPCOHAIBHBIX JIAHHBIX JIOJDKHBL  OBITh  NPENOCTaBICHbI CYOBEKTY
MEPCOHANBHBIX JAHHBIX ONEPAaTOPOM B JOCTYMHOW (QopMe, U B HUX HE JOJIKHBI COAEPKAThCS B
NEPCOHATBHBIX JAHHBIX, OTHOCSIIUECS K IPYTUM CYyObEKTaM MEePCOHAIBHBIX JTaHHBIX.

7.11. JlocTynm K CBOMM IHE€pPCOHANBHBIM JaHHBIM IPEJOCTABISAETCS CYOBEKTY NEpCOHAIbHBIX
JAHHBIX WJIM €r0 3aKOHHOMY NpEACTaBUTENI0 ONEpaToOpoM IpH MOJIYYEHHUH MHUChMEHHOIO 3ampoca
CyObeKTa NMepCOHAIbHBIX JaHHBIX WM €ro 3aKOHHOIO IpeacTaBuTelns. [IMcbMeHHBIN 3anpoc JOmKeH
OBITH aJJpeCcOBaH HA UMS IUPEKTOPa YUPEKACHUS M YIOTHOMOYEHHOTO PYKOBOAUTEINIEM JIUIIO.

7.12. CyObekT B mpaBe 0OXaJoBaTh B YIOJHOMOYEHHBIH OpraH MO 3alUTe MpaB CyObEKTOB
NEPCOHAJBHBIX JAHHBIX WM B CyJeOHOM TMOpsJKE HENpaBOMEpHBbIE AEWCTBUS WU Oe3aeicTBus
MEPCOHANBHBIX JaHHBIX  JIOJDKHOCTHBIX JIMI YUpeXJIeHUs Mpu o00padoTKe U 3alluTe €ro
NEePCOHAIBHBIX JAHHBIX.

VIIl. O6s13aHHOCTH U MPaBa J0JIKHOCTHBIX JIHII.

8.1. pykoBomuTeNnb YUpPEXKJCHUS OPraHU3yeT paboTy IO TOCTPOSHUIO CHCTEMbI 3alTUThHI
nH(OPMAIIMOHHON CUCTEMBI. B yacTHOCTH:
- Ha3HAYaeT OTBETCTBEHHOTO 3a OpPTaHW3AIMI0 3allUThl WH(QOpPMAlMM M3 YHCIa COTPYIAHHKOB
Yupexnenus,
- YTBEpPXKAAET KPYT JIUII, UMEIOIINX JTOCTYI K 3aIIUIaeMoi HHPOPMAIIMH U TTOPSII0K X PabOTHI;
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- YTBEp)KJAeT KOMIUICKT JOKYMEHTOB, ONPEACIAIONIMX MOJIWTHUKY B OTHOIICHHHM  3allUTHI
uHbOpMALlUM B YYPSKICHHM, a TaKXKe JIOKAIbHBIE AaKThl, YCTAaHABIMBAIOIIUX MPOLEIYPHI,
HaMpaBJICHHbIE HA MPEIOTBPALICHUE U BBISIBIICHUE HAPYIICHUH 3aKOoHOAaTenbcTBa PD.

8.2. OTBETCTBEHHBIH 32 3aIUTY WH(POPMAIIUH:
- pa3pabaTblBacT OPraHU3AlMOHHO-PACIIOPAAMTENBHBIC JOKYMEHTHl IO BONPOCAM  3aIIHTHI
uHpopmanuu npu e€ 00paboTKe ¢ MOMOIIbIO HH()OPMAITMOHHON CUCTEMBI;
- KOHTPOJIUPYET MCIOJHEHUE MPUKA30B U PACIOPSIKEHUH BBIIIECTOSAIINX OPraHU3aIiid O BOIIPOCcaM
obecriedeHns: 6€30MacCHOCTH HH(POPMALINY;
- o0ecriednBaeT 3amuTy HHGOpMaLuy, HUPKYIUPYIOIIeH Ha 00beKTax HH(HOPMATH3AINY;
- IPOBOJUT CHCTEMAaTHYECKHH KOHTPOJb PAabOTHI CHCTEM 3aIlUThl WHPOPMAIMH, NPHUMEHSIEMBIX B
MH(POPMALIMOHHON CHCTEME, a TaKXKE 32 BBHIMOJHEHHEM KOMIUIEKCA OPraHMU3alMOHHBIX MEPONPHUATHNA
1o o0ecreueHn o 0e30MacHOCTH HH(MOpPMAITUH;
- IPOBOJIUT MHCTPYKTAX TOJIb30BaTENeH MHPOPMAITMOHHOW CUCTEMBL;
- KOHTPOJHpPYET BBIIOJHEHUE aJMHHUCTPATOPOM HH(MOPMALMOHHON CHUCTEMBI O00sS3aHHOCTEH IO
obecriedeHn0 (PYHKIMOHUPOBAHUS CHUCTEM 3allUThl HWH(pOpManuu (HACTPOWKA M CONPOBOXKIACHUE
MOJICHCTEMBI YIIPABJICHUS JOCTYIIOM IIOJIb30BaTeNs K 3allUIIacMbIM HH()OPMALMOHHBIM pecypcam
MH(POPMALIMOHHOM CUCTEMBbI, aHTUBHPYCHAs 3aIllMTa, PE3epBHOE KOMMPOBAHUE NAaHHBIX U T.11.);
- KOHTPOJHPYET TMOpSAAOK Yy4€ra W XpaHEHUs MAIIMHHBIX HOCHTENeH KOH(UACHIMAIbHON
nH(pOpMAIIHH;
- yyacTByeT B paboTax IO BHECEHHIO HM3MEHEHUH B aIlmapaTHO-NPOrPaMMHYIO KOHQHUTYpaluio
MH(POPMAIIMOHHON CUCTEMBI,
- OmpenenseT MOPSANOK M OCYLIECTBISICT KOHTPOJb PEMOHTA CPEIACTB BBIYMCIUTEIBHOW TEXHHKH,
BXO/ISIIIUX B COCTaB HH(POPMAITMOHHON CHCTEMBI;
- NPUHAMAET Mephl [0 ONEPaTHBHOMY HM3MEHEHHUIO Mapojeldl NMpH YBOJBHEHHH WINA TEPEMEICHUU
COTPY/IHUKOB, HIMEBIIHNX JIOITYCK K HH(POPMALMOHHOW CUCTEME;
- TpeOyeT ycTpaHeHHUs BBISBJICHHBIX HApYLIICHUI M HEJOCTAaTKOB, 1aeT 00s3aTeIbHbIC IS UCTIOIHEHHUS
YKa3aHHUs 110 BOIpocaM 00ecIiedeHUs TOJI0KEHUH HHCTPYKLIUI 10 3aIluTe HHPOpMALUK;
- TpeOyeT OT paOOTHUKOB IPE/ICTABICHUS MMCHbMEHHBIX OOBSCHEHHH 10 (haKTaM HapyHICHUS PeXHMa
KOH(UICHIIMATLHOCTH;
- B CiIydae BBISBJICHHUS IONBITOK HECAaHKIIMOHMPOBAHHOTO JOCTyNa K MH(OpMAalUU WM TOIBITOK
XHIIEHHUS, KOMUPOBAaHMSA, W3MEHEHHs, HE3aMeUINTEIIbHO TPUHUMAET MeEpbl MPECEYCHUs W
JIOKJIa/IbIBAE€T PYKOBOAMUTENIO Y UPEKICHHUS;
- 00 WMEIMUXCA HEAOCTaTKaX ¥ BBIABICHHBIX HApYIIEHHSX TPeOOBaHWI HOPMATHUBHBIX U
PYKOBOJSIIMX JOKYMEHTOB IO 3aluTe UWHPOpMalMH, a TakXke B YCTAaHOBJIEHHBIE CPOKH
MOJITOTABIIMBAET HEOOXOAWMYIO OTYETHYIO JOKYMEHTAIMI0O O COCTOSIHUM paboT 10 3aluTe
uHpOpMalUu.

8.3. HecooTBeTcTBHE MEp yCTaHOBJIIEHHBIM TPEOOBaHUSM WJIM HOpPMaM IO 3alluTe MH(OpMalUH,
ABJISICTCA HAPYLIEHUEM U BJICUET a]MUHUCTPATUBHOE HAKa3aHUE OTBETCTBEHHBIX JIUI[ B COOTBETCTBUU
C 3aKOHOJATENBCTBOM PO.

I X. 3akiaounuTebHbIE MOJ0KEeHUS.

9.1. IlonoxeHne BCTyNaeT B CHITy C MOMEHTA €T0 YTBEPIKICHHSL.

9.2. [lonosxeHue sIBJISETCS JIOKAIbHBIM aKTOM YupexeHus. BHeceHne n3aMeHeHui U JT0TOIHEHUH
B [losio’xeHME OCYIIECTBIIAETCS B IOPSAKE €TI0 IPUHATHS.

9.3. Hacrosimee IlomokeHre MOXET OBITh WM3MEHEHO (JIOTIONHEHO) JIOKAIBHBIM —aKTOM
Yupexaenus.
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